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1. Review Details
	Review Period: (Start Date – End Date)
	

	System Name:
	

	System ID (if applicable): 
	

	Prepared by
	

	Reviewed by (QA)
	


2. Objective
3. Scope
3.1 In-Scope Records / Processes
· GMP (manufacturing / batch records) 
· QC / Laboratory data 
· Clinical data 
· Regulatory data 
· System configuration changes 
· User access / permission changes 
3.2 Systems / Modules Reviewed
Module names: 
Data types: 
3.3 Out-of-Scope (with justification)
Example: Non-GxP reference data
4. Regulatory Applicability
	Requirement
	Applicable (Y/N/NA)
	Justification

	Annex 11 §9 Audit Trails
	
	

	Annex 11 §12 Security
	
	

	21 CFR Part 11 §10(e)
	
	

	Electronic Signatures
	
	


5. Audit Trail Configuration Verification (Pre-Check)
	Control
	Status (Y/N/NA)
	Comment

	Audit trail enabled
	
	

	Create/Modify/Delete captured
	
	

	User ID recorded
	
	

	Timestamp recorded
	
	

	Reason for change captured (if applicable)
	
	

	Secure/non-editable
	
	

	Time synchronization verified
	
	


6. Risk-Based Review Strategy
6.1 Risk Classification of Data
· High (impact on patient safety/product quality)
· Medium
· Low
6.2 Review Approach
· 100% review (for critical data)
· Sampling (risk-based)
6.3 Sampling Strategy (if applicable)
Sampling method:
· Random
· Targeted (e.g., high-risk users, critical fields)
· Periodic trend-based
Sample size justification:
Rationale: 
7. Audit Trail Review Table
	Date/
Time
	User ID
	Role
	Action
	Record / Field Affected
	Old Value
	New Value
	Reason for Change
	Expected? (Y/N)
	Comments

	
	
	
	
	
	
	
	
	
	


8. Key Review Checks (Guided Questions)
8.1 User Activity
Any unauthorized access or unusual login patterns?
Any activity by inactive or terminated users?
8.2 Data Changes
Unexpected modifications to critical data fields?
Changes without justified reason?
8.3 Deletions
Any record deletions?
Are deletions:
· Justified?
· Approved?
· Traceable?
8.4 Time Anomalies
Any backdated entries?
Time inconsistencies?
8.5 Privileged User Activity
Admin/system-level changes reviewed?
Segregation of duties maintained?
9. Data Integrity (ALCOA+) Assessment
	Principle
	Observation
	Concern (Y/N)
	Comments

	Attributable
	
	
	

	Legible
	
	
	

	Contemporaneous
	
	
	

	Original
	
	
	

	Accurate
	
	
	

	Complete
	
	
	

	Consistent
	
	
	

	Enduring
	
	
	

	Available
	
	
	


10. Findings & Deviations
Summary of findings: 
Deviations / Issues:
11. CAPA & Escalation
Escalated to:
Date:
CAPA reference number:
Immediate actions taken: 
12. Conclusion
Audit trail review outcome:
· Acceptable
· Acceptable with observations
·  Not acceptable
Overall data integrity status:
Justification: 
13. Periodicity & Next Review
Review frequency:
· Daily
· Per batch
· Weekly
· Monthly
· Quarterly
Next scheduled review date:

	
	Page  of 




	
	Page  of 



image1.png




image3.png




image2.png




